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NUCLEAR POWER PLANTS – INSTRUMENTATION   

AND CONTROL SYSTEMS IMPORTANT TO SAFETY – USE OF  
FAILURE MODE AND EFFECTS ANALYSIS  (FMEA)  AND RELATED 

METHODS TO SUPPORT THE JUSTIFICATION  OF  SYSTEMS 
 

FOREWORD 

1 )  The  I n ternati onal  E lectrotechn i cal  Commiss ion  ( I EC)  i s  a  worl dwide  organ ization  for standard ization  compris i ng  
a l l  n ational  e l ectrotechn ical  commi ttees  ( I EC National  Comm i ttees).  The  object  of I EC i s  to  promote  
i n ternati ona l  co-operation  on  a l l  q uestions  concern i ng  standard i zati on  i n  the  e l ectri cal  and  e l ectron ic fi e l ds.  To  
th i s  end  and  i n  add i ti on  to  other acti vi ti es,  I EC  publ i shes  I n ternational  Standards,  Techn ical  Speci fi cati ons,  
Techn ical  Reports ,  Publ i cl y Avai l abl e  Speci fi cati ons  (PAS)  and  Gu ides  (hereafter referred  to  as  “ I EC  
Publ i cation (s )” ) .  Thei r preparation  i s  en trusted  to  techn ical  commi ttees;  any I EC  Nati onal  Commi ttee  i n terested  
i n  the  subj ect  deal t  wi th  may parti ci pate  i n  th i s  preparatory work.  I n ternational ,  governmental  and  non -
governmental  organ izations  l i a i s i ng  wi th  the  I EC a l so  parti cipate  i n  th i s  preparation .  I EC col l aborates  cl osel y 
wi th  the  I n ternational  Organ i zation  for Standard ization  ( I SO)  i n  accordance  wi th  cond i t i ons  determ ined  by 
agreement between  the  two  organ i zati ons.  

2)  The  formal  decis ions  or ag reements  of I EC on  techn ical  matters  express,  as  nearl y  as  possib le,  an  i n ternati onal  
consensus  of opi n ion  on  the  re l evant sub jects  s i nce  each  techn ical  commi ttee  has  representati on  from  al l  
i n terested  I EC National  Committees.   

3)  I EC Publ i cations  have  the  form  of recommendations  for i n ternational  use  and  are  accepted  by  I EC National  
Commi ttees  i n  that  sense.  Whi l e  a l l  reasonable  efforts  are  made  to  ensure  that  the  techn ical  content  of I EC  
Publ i cations  i s  accu rate,  I EC  cannot  be  hel d  responsi ble  for the  way i n  wh ich  they are  used  or for any 
m i s i n terpretation  by any end  u ser.  

4)  I n  order to  promote  i n ternational  u n i form i ty,  I EC National  Commi ttees  undertake  to  app ly I EC Pub l i cations  
transparentl y to  the  maximum  extent  poss ible  i n  the i r national  and  reg i onal  publ i cati ons.  Any d i vergence  
between  any I EC Pub l i cation  and  the  correspond i ng  national  or reg i onal  publ i cati on  shal l  be  cl earl y i n d icated  i n  
the  l atter.  

5)  I EC i tsel f d oes  not  provi de  any attestation  of conform i ty.  I n dependent  certi fi cati on  bod ies  provi de  conform i ty 
assessment  services  and ,  i n  some  areas,  access  to  I EC marks  of conform i ty.  I EC i s  not  responsi ble  for any 
services  carri ed  ou t  by i ndependent certi fi cation  bod i es .  

6)  Al l  u sers  shou ld  ensure  that  they have  the  l atest  ed i ti on  of th i s  publ i cati on .  

7)  No  l i abi l i ty shal l  attach  to  I EC  or i ts  d i rectors,  employees,  servants  or agen ts  i ncl ud ing  i n d ivi dual  experts  and  
members  of i ts  techn ical  comm i ttees  and  I EC  Nati onal  Commi ttees  for any personal  i n j u ry,  property  damage  or 
other damage  of any natu re  whatsoever,  whether d i rect  or i nd i rect,  or for costs  ( i ncl ud i ng  l egal  fees)  and  
expenses  ari s i ng  ou t  of the  publ i cation ,  use  of,  or re l i ance  upon ,  th i s  I EC Publ i cati on  or any other I EC  
Publ i cations.   

8)  Atten tion  i s  d rawn  to  the  Normative  references  ci ted  i n  th i s  publ i cation .  Use  of the  referenced  publ i cations  i s  
i nd i spensable  for the  correct appl i cati on  of th i s  publ i cation .  

9)  Atten tion  i s  d rawn  to  the  poss ib i l i ty that  some of the  e l ements  of th i s  I EC Publ i cation  may be  the  subject  of 
paten t ri gh ts.  I EC shal l  not  be  hel d  respons ibl e  for i denti fyi ng  any or a l l  such  paten t ri gh ts .  

The main  task of I EC techn ica l  committees  is  to  prepare  I n ternational  Standards.  However,  a  
techn ical  committee  may propose  the  publ ication  of a  techn ica l  report when  i t  has  col l ected  
data  of a  d i fferent ki nd  from  that wh ich  i s  normal l y publ ished  as  an  I n ternational  Standard ,  for 
example  "state  of the  art" .  

I EC TR 62987,  wh ich  i s  a  techn ical  report,  has  been  prepared  by subcommittee  45A:  
I nstrumentation ,  control  and  e lectrica l  systems  of nuclear faci l i ties,  of I EC techn ica l  
committee  45:  Nuclear i nstrumentation .  

The  text of th is  techn ica l  report i s  based  on  the  fol lowing  documents:  

Enqu i ry d raft  Report  on  voti ng  

45A/1 006/DTR 45A/1 028/RVC  

 
Fu l l  i n formation  on  the  voti ng  for the  approval  of th is  techn ica l  report can  be  found  in  the  
report on  voti ng  ind icated  i n  the  above  table.  
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Th is  publ ication  has  been  d rafted  i n  accordance wi th  the  I SO/IEC  D i recti ves,  Part 2 .  

The  committee  has  decided  that the  con ten ts  of th is  publ ication  wi l l  remain  unchanged  un ti l  
the  stabi l i ty date  ind icated  on  the  I EC websi te  under "h ttp: //webstore. iec. ch "  i n  the  data  
re lated  to  the  speci fic  publ ication .  At  th is  date,  the  publ ication  wi l l  be   

•  reconfi rmed ,  

•  wi thdrawn ,  

•  replaced  by a  revised  ed i ti on ,  or 

•  amended .  

A b i l ingual  vers ion  of th is  publ ication  may be  issued  at  a  l ater date.  

IMPORTANT – The  'colour inside'  l ogo on  the  cover page of th is  publ ication  ind icates  
that i t  contains  colours  wh ich  are  considered  to  be  usefu l  for the  correct  
understand ing  of i ts  contents.  Users  shou ld  therefore  print  th is  document using  a  
colour printer.  
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INTRODUCTION  

a)  Techn ical  background ,  main  i ssues  and  organ isation  of the  Techn ical  Report  

Fai lure  mode and  effects  anal ys is  (FMEA)  i s  a  qua l i tati ve  method  of rel iab i l i ty anal ys is  
that may be  appl ied  to  many d i fferent types  of systems.  I t  i s  an  i nductive  method  of 
perform ing  system  re l i ab i l i ty or safety anal ys is  from  a  l ow to  a  h igh  l evel  ( I EC  6081 2) .  

There  i s  a  need  to  provide  gu idance on  nuclear-speci fic i ssues,  for example  common  
cause  fai l u re  and  meeting  the  s ing le  fa i l u re  cri teria,  when  appl ying  fa i l u re  mode and  
effects  anal ys is  (FMEA)  and  re lated  methods  to  i nstrumentation  and  con trol  systems 
important to  safety i n  nuclear power p lan ts.  The  i n formation  gathered  i n  the  development 
of th is  techn ica l  report was  used  to  determ ine  i f the  topic can  be  standard ised .  I f a  pos i ti ve  
conclus ion  was  reached  the  i n ten t was  to  produce a  scope and  a  fi rst  d raft CD  of a  
standard .  Such  a  standard  wou ld  use  I EC  6081 2  as  i ts  basis  and  provide  gu idance 
speci fic to  the  nuclear i ndustry for implementing  I EC  6081 2.  The  conclus ion  i n  th is  
techn ical  report i s  that the  topic i s  not yet amenable  to  s tandard isation ,  however,  
add i ti onal  development of the  topic by the  committee  wou ld  be  beneficia l  and  cou ld  resu l t  
i n  a  s tandard  at a  l ater date.  

Th is  Techn ica l  Report i den ti fi es  i n ternational  standards  appl icable  to  nuclear power p lan t 
i nstrumentation  and  con trol  systems  that i nvoke  FMEA as  a  method .  I t  describes  the  
con texts  i n  wh ich  the  standards  i nvoke  FMEA.  The  Techn ica l  Report describes  how FMEA 
and  associated  methods  have  been  appl ied  to  nuclear power p lant i nstrumentation  and  
con trol  systems importan t to  safety and  to  systems wi th  s im i lar attributes.  The  examples  
are  fol l owed  by descriptions  of the  response of regu lators  to  the  use  of FMEA and  re lated  
methods  i n  regu latory processes.  The  examples  and  regu latory experiences  are  based  on  
a  survey of and  contribu tions  by participating  national  committees.  A b ib l iography i s  
provided  for further reference.  

b)  Si tuation  of the  current  Techn ical  Report in  the  structure of the  IEC  SC  45A standard  
series  

I EC TR 62987  as  a  techn ical  report i s  a  fourth  l evel  I EC SC 45A document.  

For more  detai ls  on  the  structu re  of the  I EC SC 45A standard  series ,  see  i tem  d )  of th is  
i n troduction .  

c)  Recommendations  and  l im i tations  regard ing  the appl ication  of the  Technical  Report  

I t  i s  important to  note  that a  techn ical  report i s  en ti re l y i n formative  i n  nature.  I t  gathers  
data  col l ected  from  d i fferen t ori g ins  and  i t  establ ishes  no  requ i rements.  

d)  Description  of the  structure  of the  IEC  SC  45A standard  series  and  relationsh ips  
wi th  other IEC  documents  and  other bod ies  documents  (IAEA,  ISO)  

The  top-level  document of the  I EC SC 45A standard  series  i s  I EC  61 51 3.  I t  provides  
general  requ i rements  for I&C systems and  equ ipment that are  used  to  perform  functions  
important to  safety i n  NPPs.  I EC 61 51 3  structures  the  I EC SC 45A standard  series .   

I EC 61 51 3  refers  d i rectl y to  other I EC SC 45A standards  for general  top ics  re lated  to  
categorization  of functions  and  classi fication  of systems,  qual i fication ,  separation  of 
systems,  defence  against common  cause  fai l u re,  software  aspects  of computer-based  
systems,  hardware  aspects  of computer-based  systems,  and  con trol  room  design .  The  
standards  referenced  d i rectl y at th is  second  level  shou ld  be  cons idered  together wi th  
I EC 61 51 3  as  a  cons istent document set.  

At a  th i rd  l evel ,  I EC SC 45A standards  not d i rectl y referenced  by I EC  61 51 3  are  s tandards  
re lated  to  speci fic equ ipment,  techn ica l  methods,  or speci fic  acti vi ties .  Usual l y these  
documents,  wh ich  make  reference  to  second- level  documents  for general  topics,  can  be  
used  on  thei r own .  

A fourth  l evel  extend ing  the  I EC SC 45A standard  series ,  corresponds  to  the  Techn ica l  
Reports  wh ich  are  not normative.  

I EC 61 51 3  has  adopted  a  presentation  format s im i l ar to  the  bas ic safety publ ication  
I EC 61 508  wi th  an  overal l  safety l i fe-cycle  framework and  a  system  l i fe-cycle  framework.  
Regard ing  nuclear safety,  i t  provides  the  i n terpretation  of the  general  requ irements  of 
I EC 61 508-1 ,  I EC 61 508-2  and  I EC 61 508-4,  for the  nuclear appl ication  sector,  regard ing  
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nuclear safety.  I n  th i s  framework IEC 60880  and  I EC  621 38  correspond  to  I EC 61 508-3  for 
the  nuclear appl ication  sector.  I EC  61 51 3  refers  to  I SO  as  wel l  as  to  I AEA GS-R-3  and  
IAEA GS-G-3. 1  and  IAEA GS-G-3. 5  for topics  re lated  to  qual i ty assurance (QA).  

The  I EC SC 45A standards  series  cons isten tl y implements  and  detai l s  the  princip les  and  
basic  safety aspects  provided  i n  the  I AEA code  on  the  safety of NPPs  and  in  the  I AEA 
safety series ,  i n  particu lar the  Requ i rements  SSR-2/1 ,  establ ish ing  safety requ i rements  
re lated  to  the  des ign  of Nuclear Power P lan ts ,  and  the  Safety Gu ide  IAEA NS-G-1 . 3  
deal ing  wi th  i nstrumentation  and  control  systems  important to  safety i n  Nuclear Power 
P lan ts.  The  term inology and  defin i ti ons  used  by SC  45A standards  are  cons isten t wi th  
those  used  by the  IAEA.  

NOTE  I t  i s  assumed  that  for the  design  of I &C systems  i n  NPPs  that  implement  conventional  safety functions  (e. g .  
to  add ress  worker safety,  asset protection ,  chem ical  hazards,  process  energy hazards)  i n ternational  or national  
s tandards  wou l d  be  appl i ed ,  that  are  based  on  the  requ i rements  of a  s tandard  such  as  I EC 61 508.  
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NUCLEAR POWER PLANTS – INSTRUMENTATION   
AND CONTROL SYSTEMS IMPORTANT TO SAFETY – USE OF  

FAILURE MODE AND EFFECTS ANALYSIS  (FMEA)  AND RELATED 
METHODS TO SUPPORT THE JUSTIFICATION  OF  SYSTEMS 

 
 
 

1  Scope 

This  Techn ical  Report provides  gu idance  on  nuclear-speci fic i ssues  when  appl ying  Fai l ure  
Mode and  Effects  Analys is  (FMEA)  and  re lated  methods  to  i nstrumentation  and  control  
systems  important to  safety i n  nuclear power p lants .  The  in formation  i n  th is  Techn ical  Report  
complements ,  for nuclear power p lant appl ications,  the  procedure  for FMEA i n  I EC  6081 2.  

Th is  Techn ical  Report attempts  to  provide  i n formation ,  i n  the  con text of appl ications  to  
nuclear power p lan t  i nstrumentation  and  con trol  systems  importan t to  safety,  on :  

•  term inology used  i n  FMEA processes,  

•  benefi ts  of us ing  FMEA,  

•  shortcom ings  and  l im i tations  of FMEA methods,  

•  an ticipated  outcomes  of and  cla ims  to  be  made  from  appl ication  of FMEA,  

•  re lationsh ips  to  other anal ys is  methods  used  i n  establ ish ing  the  safety /  re l i ab i l i ty of 
nuclear power p lan t designs,  

•  typ ica l  FMEA process  i nputs,  

•  typ ica l  FMEA process  ou tputs,  

•  typ ica l  i n i tiators  of FMEA processes,  

•  most prevalent uses  of FMEA processes,  

•  recommended  uses  of FMEA processes,  

•  d i scouraged  uses  of FMEA processes,  

•  FMEA work product con ten ts  and  characteristics ,  

•  FMEA work product  configuration  management practices,  

•  good  practices,  

•  supporti ng  tools,  

•  speci fic examples  of FMEA use  for nuclear power p lan t l i cens ing ,  and  

•  FMEA references.  

2  Normative references  

The fol l owing  documents ,  i n  whole  or i n  part,  are  normativel y referenced  i n  th is  document and  
are  i nd ispensable  for i ts  appl ication .  For dated  references,  on l y the  ed i ti on  ci ted  appl i es .  For 
undated  references,  the  l atest ed i ti on  of the  referenced  document ( i nclud ing  any 
amendments)  appl i es .  

I EC 6081 2: 2006,  Analysis techniques for system reliability – Procedure for failure mode and 
effects analysis (FMEA)  

I EC 61 226: 2009,  Nuclear power plants – Instrumentation and control important to safety – 
Classification of instrumentation and control functions 
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IEC 61 51 3: 201 1 ,  Nuclear power plants – Instrumentation and control for systems important 
for safety – General requirements for systems 

ANSI /I EEE Std  352-1 987,  IEEE Guide for General Principles of Reliability Analysis of Nuclear 
Power Generating Station Safety Systems 

IEEE  Std  577-2004,  IEEE Standard Requirements for Reliability Analysis in  the Design and 
Operation of Safety Systems for Nuclear Facilities 

IEEE  Std  603-1 998,  IEEE Standard Criteria  for Safety Systems for Nuclear Power Generating 
Stations 

IEEE  Std  7-4. 3 .2-2003,  IEEE Standard Criteria for Digital Computers in  Safety Systems of 
Nuclear Power Generating Stations 

IAEA Nuclear Energy Series  publ ication  No.  NP-T-1 .5: 2009,  Protecting Against Common 
Cause Failures in  Digital I&C Systems of Nuclear Power Plants 

3 Terms and  defin i tions  

For the  purposes  of th is  document,  the  fo l l owing  terms  and  defin i ti ons  apply.  

3. 1   
common  cause fai lu re  
CCF  

fai l u re  of two  or more  structures,  systems  or components  due  to  a  s ing le  even t or cause  

Note  1  to  en try:  Common  causes  may be  i n ternal  or external  to  an  I &C system .  

Note  2  to  en try:  The  I AEA defi n i ti on  d i ffers  from  the  I EC defi n i ti on  i n  two  poi n ts :  

a)  The  term  “speci fi c”  was  de leted  because  otherwise  the  defi n i ti on  of CCF  i s  not  cons istent  wi th  the  defi n i ti on  of 
CMF  “Common  mode  fai l u re”.  Fu rthermore,  th i s  add i ti onal  word  i s  not  necessary i n  order to  understand  the  
defi n i ti on .  

b)  The  word  “and ”  was  replaced  by “or”  because  I EC/SC 45A experts  thought  i t  was  a  typi ng  fau l t.  I n  the  on l i ne  
I AEA d i cti onary (NUSAFE)  th i s  correcti on  was  a l ready made.  

[SOURCE:  IAEA Safety G lossary 2007  Ed i tion ,  mod i fied ]  

4 References  to  FMEA in  publ ished  standards  

4.1  General  

This  clause  i denti fies  and  d iscusses  i n ternational  and  national  standards  that d iscuss  the  use  
of FMEA i n  their appl ication  and  wh ich  may have  appl icabi l i ty to  nuclear power p lants.  

4.2  IEC  standards  

4.2. 1  IEC  6081 2  

IEC 6081 2  is  one  of a  number of standards  on  anal ys is  techn iques  for system  rel iabi l i ty.  I t  
defines  a  procedure  for appl ying  FMEA in  the  pursu i t of re l i ab le  des igns  and  processes.  Whi le  
IEC 6081 2  focuses  on  re l iabi l i ty assurance,  i t  does  recogn ize  that FMEA may be  and  often  i s  
used  in  support of ach ieving  system  safety obj ecti ves.  I EC  6081 2  i s  not  speci fic to  nuclear 
safety appl ications  and  does  not provide  gu idance  speci fic  to  such  appl ications.  
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4.2.2  IEC  61 51 3  

IEC 61 51 3: 201 1  identi fies  fai lu re  mode and  effect anal ys is  as  one  of several  systematic 
anal ys is  methods  that may be  used  to  determ ine  the  extent of preventive  maintenance ( i n  
6. 3. 8  System  maintenance p lan) .  

I EC 61 51 3: 201 1 ,  i n  5. 4 . 2 . 6,  recommends  an  assessment of the  poss ib le  fai l u re  modes  and  
fai l u re  sequences,  i ncl ud ing  the ir effects  on  components  whose l oad ing  is  i ndependent of 
demand ,  and  of components  of the  I &C systems perform ing  category A functions  whose 
l oad ing  i s  demand  dependent.  

4.2.3  IEC  61 226  

IEC 61 226  recommends  that FMEA anal ys is  techn iques  are  used  to  anal yse  systems  and  
equ ipment wh ich  implement category A functions  (7. 3. 2 . 1  of I EC  61 226:2009) .  

4.3  Other standards  

4.3. 1  General  

I n  add i tion  to  the  I EC,  a  number of standards  development organ izations  have  d iscussed  the  
use  of FMEA in  the ir nuclear power p lan t standards.  

4.3.2  IEEE  Std  7-4.3.2-2003  

This  standard  appl ies  to  the  use  of computer systems  in  the  safety systems  of nuclear power 
p lants .  I t  i s  endorsed  by the  US  NRC (Nuclear Regu latory Commission)  as  provid ing  
acceptable  methods  for meeting  regu latory requ i rements ,  wi th  certain  l im i tations,  as  identi fied  
i n  US  NRC Regu latory Gu ide  1 . 1 52.  

Annex D  i s  an  i n formative  annex to  I EEE  Std  7 -4. 3. 2  on  the  i denti fication ,  evaluation ,  and  
resolu tion  of hazards  during  the  development of computer equ ipment for use  i n  safety 
systems  of nuclear power generating  stations.  Clause  D. 4. 2. 3 . 2  of Annex D  d iscusses  the  use  
of FMEA as  a  way to  e l ici t  potentia l  causes  for evaluation  against i denti fied  hazards.  Annex D  
i tsel f was  not  endorsed  by the  US  NRC because  the  s taff concluded  that the  gu idance 
provided  by Annex D  was  i nadequate.  Speci fic Annex D  i nadequacies  are  not i denti fi ed  i n  the  
appl icable  regu latory gu ide.  

Annex D  to  I EEE  Std  7-4 .3 .2-2003  s tates  that I EEE  Std  603-1 998,  wh ich  standard izes  cri teria  
for safety systems  of nuclear power generati ng  stations,  suggests  the  use  of FMEA for 
perform ing  re l iabi l i ty anal ysis ,  as  evidenced  by a  reference i n  I EEE  Std  603-1 998  to  
I EEE  Std  352-1 987,  wh ich  provides  gu idance  on  the  re l iabi l i ty anal ys is  of nuclear power 
generati ng  station  safety systems.  

4.3.3  ANSI /IEEE  Std  352-1 987  

This  standard  i s  a  gu ide  for the  des igners  and  operators  of nuclear power p lan t safety 
systems and  the  concerned  regu latory groups  that provides  the  essen tia l  methods  and  
procedures  of re l iabi l i ty eng ineering  that are  appl icable  to  such  systems.  

Subclause  4. 5  of th is  standard  is  t i t led  “Extended  Qual i tati ve  Analysis  for Common-Cause  
Fai lu res” .  Accord ing  to  the  standard ,  the  section  “describes  an  extended  qual i tati ve  anal ys is  
procedure,  based  on  the  FMEA,  that i s  des igned  to  suggest to  the  anal yst possib le  common-
cause  fa i l u re  mechan isms not normal l y cons idered  i n  an  anal ys is  of i ndependent component 
fai l u res. ”  

I EEE  Std  352-1 987  is  i den ti fied  by I EEE Std  577-2004  as  the  source  of gu idance  on  the  
appl ication  and  use  of the  re l iabi l i ty techn iques  to  wh ich  the  s tandard  refers.  
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4.3.4  IEEE  Std  577-2004 

The  stated  purpose  of I EEE  Std  577-2004  i s  “ to  provide  un i form ,  m in imum  acceptable  
requ irements  for the  performance of re l iab i l i ty anal yses  for safety-related  systems  found  i n  
nuclear faci l i ti es . ”  I t  defi nes  failure mode  as  “a l l  appl icable,  s ign i ficant fa i l u re  modes  for each  
class  of component,  modu le,  or device. ”  

I EEE  Std  577-2004  i denti fies  I EEE  Std  352-1 987  as  the  source  of gu idance on  the  appl ication  
and  use  of the  re l iabi l i ty techn iques  to  wh ich  the  standard  refers.  

5 Scope of appl ication  of FMEA 

5.1  Relationsh ips  to  other methods  

FMEA is  one  of several  methods  used  in  fai l u re  (or hazards)  anal ys is.  Other methods  are  
anal ys is  of abnormal  cond i ti ons  and  even ts  (ACEs),  fau l t  tree  anal ysis  (FTA),  hazards  
anal ys is,  and  software  safety anal ys is.  

5.2  Analysis  subjects  

The design  detai ls  that are  avai lab le  and  the  poin t i n  the  l i fe  cycle  at wh ich  FMEA is  to  be  
appl ied  are  importan t factors  i n  determ in ing  the  scope of a  FMEA.  FMEA is  a  “bottom -up”  
method :  For the  method  to  be  used ,  the  “bottom”  of the  system  (to  the  exten t that  i t  exists  at  
the  time of the  anal ys is)  shal l  be  defined .  

The  selection  of speci fic equ ipment for implementing  safety systems  i s  often  i n tentional l y 
deferred .  (For example,  as  i n  the  standard ised  reactor des ign  approach  i n  the  Un i ted  States  
under Un i ted  States  national  regu lation  1 0  CFR Part 52 . )  Even  so,  there  i s  va lue  i n  appl ying  
FMEA at the  level  of des ign  deta i l  that i s  avai l ab le  at earl y stages  i n  system  design .  
I n formation  from  a  h i gh -level  FMEA may be  used  to  gu ide  instrumentation  and  control  
equ ipment se lections.  Deta i l - level  FMEA can  be  used  on  the  equ ipment i tsel f once  equ ipment 
cand idates  have  been  i den ti fied .  Fai l ure  modes  from  the  h i gh- level  anal ysis  wi l l  correspond  to  
fai l u re  effects  i n  the  equ ipment.  (See  F igure  2  of I EC  6081 2: 2006. )  

FMEA may be  appl ied  at the  lowest possib le  level  of detai l  duri ng  the  development of pre-
qual i fi ed  safety system  platforms,  i nstruments,  and  other such  i tems.  Very speci fic fa i l u re  
modes  may be  identi fi ed  i n  these  cases.  However,  fai l u re  effects  wi l l  remain  h i gh l y speci fic to  
the  i tem  being  developed  s ince  p lan t-  and  appl ication-speci fic fai l u re  effects  wi l l  not be  known  
during  a  generic  qual i fication .  The  FMEA of a  generic i tem  shou ld  support fu ture  development 
of a  system  based  on  that i tem .  Gu idance has  been  developed  by the  nuclear i ndustry to  
support  th is  approach .  

5.3  Common  cause fai lu re  

I EC 6081 2  ind icates  that the  FMEA method  is  not appl icable  to  s i tuations  wi th  mu l tip le  or 
dependent fa i lu res.  Even  so,  as  described  be low,  fa i lu re  modes  identi fied  th rough  a  FMEA 
process  can  have  causal  re lationsh ips  to  other fai l u res  wi th in  the  analysed  system ,  or to  
fai l u res  ou ts ide  of the  scope  of the  re levant anal ysis.  See  I EEE  Std  352-1 987  for examples.  

FMEA may be  usefu l  du ring  the  performance of the  confi rmatory assessment of a  common  
cause  fa i l u re  (CCF)  evaluation  ( I AEA Nuclear Energy Series  publ ication  No.  NP-T-1 . 5).  The  
bas is  of such  a  confi rmatory assessment i s  the  conceptual  nuclear power p lan t des ign  after 
obvious  CCF  vu lnerabi l i ti es  have  been  removed .  I n  the  context  of the  confi rmatory 
assessment,  FMEA is  an  anal ytica l  method  that  may be  usefu l  i n  developing  reasonable  
assurance that requ i red  safety functions  wi l l  be  performed  i n  the  presence  of concurrent 
des ign  bas is  event (DBE)  and  CCF.  

During  evaluation  of the  I &C system ,  once  the  assumptions  abou t the  CCF  susceptib i l i ty of 
b locks  are  known ,  CCFs  are  postu lated ,  and  the  effect on  safety functions  i s  determ ined .  For 

International  Electrotechnical  Commission

 



I EC TR 62987:201 5  © I EC 201 5  – 1 1  –  

each  set of b l ocks  susceptib le  to  the  same CCF,  the  fa i lu re  i n  the  most adverse  way shou ld  
be  postu lated  and  the  effect on  p lant safety functions  (when  they are  needed  to  m i tigate  
postu lated  acciden ts  or transients)  determ ined .  ( I AEA Nuclear Energy Series  publ ication  No.  
NP-T-1 . 5)  

FMEA is  often  used  i n  assessments  of an  I &C arch i tecture’s  susceptib i l i ty to  CCFs.  Fai l u res  
to  be  considered  are  developed  from  deta i l ed  anal yses  of functional  un i ts  and  the  i n tegrated  
arch i tecture.  These  analyses  can  be  performed  after a  representation  of the  decomposed  I &C 
arch i tecture  i s  avai l ab le .  ( IAEA Nuclear Energy Series  publ ication  No.  NP-T-1 . 5)  

Subclause  4 . 5  of I EEE  Std  352-1 987  describes  an  extended  qual i tative  anal ys is  procedure,  
based  on  FMEA,  that i s  des igned  to  suggest possible  common-cause  fa i l u re  mechan isms  not  
normal l y cons idered  i n  an  anal ys is  of i ndependen t component fa i lu res.  

6 Examples  of appl ications  

6.1  General  

This  clause  d iscusses  examples  of the  appl ication  or use  of FMEA i n  nuclear power p lant  
safety anal ys is.  

Data  col l ection  for th is  Techn ica l  Report i ncluded  a  survey of member national  committees  
regard ing  examples  of the  use  of FMEA for the  purposes  of nuclear power p lan t des ign  and  
l i cens ing .  The  survey requested  in formation  i nclud ing :  

Confi rmation  of the  scope of use  of FMEA techn iques  for example  for:  

•  Analogue  devices  -  ci rcu i ts,  cards  / boards  or devices  (e. g .  power suppl ies)  

•  D iscrete  component (op  amps,  l og ic  gates)  -  ci rcu i ts ,  cards  /  boards  or devices  

•  Complex /  ‘ programmable’  device  (PLDs,  m icroprocessors,  FPGAs,  ASICs)  – ci rcu i ts ,  
cards  /  boards  or devices  

•  Modu les ,  e. g .  made up  of – racks,  power suppl ies  and /or cards/boards  

•  Systems,  e. g .  made  up  of – modu les  

Description  of examples  of use  of the  techn iques:  

•  A description  of context  i n  wh ich  FMEA was  appl ied ,  

•  Description  of the  scale  of the  equ ipment,   

•  A l i s ti ng  of tools  that were  used ,  i nclud ing  support tools  (software,  templates,  etc. ) ,  

•  The  speci fic type  of FMEA used  (FMEDA,  FMECA,  or other variations) ,  

•  How outpu ts  were  documented  (con tent,  format),  

•  Who  were  the  i n tended  users  of resu l ts  (e. g .  to  whom  documentation  was  del ivered),  

•  A description  of the  degree  of effort  ( tota l  number of person -hours ,  etc. ) ,  

•  The  overal l  time  span  of the  effort (start/fi n ish  of anal ys is) ,  

•  The  team  composi ti on  (number,  roles ,  types  and  degrees  of experience) ,  and  

•  Perceived  benefi ts  of the  exercise  (determ ination  of rel i abi l i ty,  proof test in tervals ,  
redes ign  to  e l im inate  unrevealed  fa i lu res ,  etc. ) .  

6.2  Replacement  i tems  

Speci fic  gu idance on  the  use  of FMEA i n  the  process  for evaluati ng  replacement i tems  not  
orig inal l y des igned  and  manufactured  to  nuclear power qual i ty standards  i s  g iven  in  E lectric  
Power Research  I nsti tu te  (EPRI )  report number 1 008256.  I n  th is  gu idance,  the  FMEA is  used  
to  i den ti fy an  i tem ’s  cred ible  fa i l u re  modes  and  to  i denti fy the  effects  of the  fa i lu re  modes  on  
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the  systems  affected  by the  i tem .  The  gu idance  on  the  anal ys is  sti pu lates  the  assumptions  
that main tenance procedures  have  been  properl y fol l owed  and  that a l l  parts  of an  i tem  are  
present.  For FMEA to  be  usefu l  i n  context of safety assurance,  the  safety functions  of the  i tem  
shal l  be  known.  

The  EPRI  report  i ncl udes  an  append ix that l i sts  typical  fa i lu re  mechan isms  and  modes  and  
cou ld  therefore  be  usefu l  i n  the  process  of i den ti fying  fa i lu re  modes.  Two  importan t parts  of 
the  process  are  d isti ngu ish ing  between  cred ible  and  non-cred ible  fa i l u re  mechan isms  and  
documenting  the  bases  of the  determ inations.  The  gu idance i den ti fies  the  fol lowing  inputs  as  
usefu l  to  the  fa i lu re  effects  evaluation :  

•  P ip ing  and  instrumentation  d iagrams 

•  I sometrics  

•  E lectrical  schematics  

•  E lectrical  one- l ine  d iagrams 

•  E lectrical  e l ementary d rawings  

•  I nstrument l oop  descriptions  

•  Techn ical  speci fications  

•  Suppl ier d rawings  

•  Suppl ier i nstruction  manuals  

•  System  descriptions  

•  Safety anal ysis  report (wi th  acciden t descriptions)  

6.3  Survey resu l ts  

The proprietary nature  of much  of the  i n formation  requested  for the  survey p laced  severe  
l im i tations  on  the  i n formation  that cou ld  be  returned  by the  national  comm ittees.  The  
in formation  that was  provided  is  presen ted  i n  the  sections  below.  The  form  used  i n  the  survey 
is  reproduced  in  Annex A.  

7 Industry practice and  regulatory relevance  

7. 1  General  

Historica l  and  curren t uses  of FMEA i n  national  environments  are  described  i n  th is  clause.  

Examples  of the  use  of FMEA are  described  for several  nations.  

7.2  France  

7.2. 1  Experience  of practice for FMEA records  authori ty ( l icensing)  

Even  before  the  publ ication  of the  I EC 6081 2  s tandard ,  FMEA method  was  used  to  val i date  
techn ical  solu tions  for safety con trol  and  associated  mon i toring  systems.  The  analys is  of 
fa i l u re  modes  and  of thei r effects  (FMEA)  was  performed  on  safety systems as  earl y as  the  
90 ’s  for French  1  300  MWe pressurized  water reactors  (PWR)  and  later on  for 1  450  MWe 
PWR.  

The  des ign  of these  systems  include  sel f-test and  watchdog  functions  to  l ocal l y l im i t the  
effects  of h ypothetica l  mal functions  or fa i l u res  that cou ld  l ead  to  unwanted  behavior at the  
system  level .  The  FMEA method  is  used  primari l y for determ in ing  that the  frequency of 
period ic testing  is  adapted  regard ing  hardware  fa i l u re  modes  and  may be  used  as  i npu t i n  
probabi l i stic  safety assessment (PSA l evel  1 ) .  
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The  FMEA techn ique  has  been  appl ied  i n  France  to  systems includ ing  no  software  as  wel l  as  
for systems  us ing  software.  I n  the  l atter case,  the  anal ys is  has  not been  done  on  the  software  
i tsel f bu t the  hardware  and  software  together by assum ing  conformance of software  regard ing  
i ts  speci fication .  

Requ irements  for safety class i fied  systems  stipu late  that the  FMEA methodology appl ied  
takes  in to  account fai l u re  modes  i nclud ing  b locking  fa i l u res  and  spurious  fa i l u res.  Th is  
anal ys is  shou ld  show that under any ci rcumstances  the  hardware  fau l t to  occur i s  detected  
e i ther by on l i ne  tests  or by period ic testing  and  l eads  to  a  predefined  behaviour of the  system .  

The  safety assessment of 1  300  MWe PWR i ncluded  the  FMEA of the  protection  and  
safeguard  system .  Th is  system  is  composed  of analogue  and  d ig i ta l  i npu ts  process ing  un i ts ,  
un i ts  runn ing  protection  a lgori thms,  and  un i ts  implementing  voti ng  l og ics .  The  system  includes  
functions  for the  protection  of the  reactor and  the  launch  of safeguard  systems  when  
necessary.  FMEA was  part of the  assessment of each  system .  See  F igure  1 .  

 

Figure  1  – Safety case  stud ies  including  FMEAs  

7.2.2  Board-level  FMEA 

Stud ies  of re l i abi l i ty and  safety of ind ividual  boards  (e. g .  ci rcu i t cards)  defi ne  the  d i fferent  
fai l u res  states  of each  board  wi th  thei r occurrences  and  types  of fai lu re.  These  stud ies  
provide  a lso  a  summary.  The  i n formation  obtained  at th is  l evel  are  the  fai l u re  modes  and  
consti tu tes  the  i nput data  used  for the  FMEA of the  h igher l evel  (sub-system  or system).  

The  effects  are  then  propagated  on  the  h igher- level  (sub-)  system ,  taking  i n to  accoun t the  
d i fferent types  of mon i toring  means  of the  s tud ied  (sub-)  system  existi ng  for detecting  or 
m i ti gating  thei r consequences.   

Syn thes is  (FMES)  of th is  FMEA can  then  be  used  to:  

•  assess  the  avai l abi l i ty of the  (sub-)  system ;  

•  bu i l d  fau l t tree(s)  and  compute  the  probabi l i ty and  occurrence frequencies  of postu lated  
even ts  previousl y i denti fi ed ;  

•  veri fy that no  hardware  s i ng le  fa i l u re  cou ld  cause  the  l oss  of the  safety function  
(complemented  by the  m in imal  cu t  ( the  order)  provided  by fau l t  trees) .  

Outputs  of FMEA on  boards  i nclude  the  l i st  of fai l u res  non-detected  by the  sel f-test that shal l  
be  covered  by period ic  tests  and  the  board  l i fetime that l eads  to  recommendation  on  
preventive  main tenance.  
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System  FMEA feeds  d i fferen t objecti ves.  I ts  primary purpose  i s  to  summarize  al l  the  effects  
that the  board  (sub-system)  fai lu re  modes  can  generate  and  provide  mon i toring  test coverage.  
The  types  of fa i lu res  and  the  system  effects  are  used  i n  upper level  stud ies  accord ing  to  the ir 
re levance.  Th is  study a l so  al l ows  taking  i n to  accoun t the  fa l l -back pos i ti ons,  degradation ,  
i nh ib i ti ons  and  optional  se l f-tests  at the  system  l evel  i n  order to  bu i ld  the  rationale  us ing  fau l t  
trees  and  avai l abi l i ty stud ies  wi th  regards  to  the  system  safety requ irements.  

7.2.3  System-level  FMEA 

The  system  l evel  FMEA,  wh ich  has  been  implemented  for PWRs in  France,  fo l l owed  the  
fol l owing  steps:  

•  Determ ination  of safety obj ecti ves  of the  protection  system  from  reactor des ign  
requ irements  

•  Description  of the  functional  arch i tecture  of the  system  

•  Statement of undes irable  events  of the  system  

•  I denti fication  of the  cri tical  paths
1
 

•  FMEA:  description  of the  pri ncip les  used  for the  anal ys is,  defi n i tion  of i n formation  and  
data  used  to  carry ou t FMEA,  i denti fication  of means  of d etection  (wi th  l ocation)  for the  
effects  of postu lated  fai l u res  

•  Summary of FMEA.  

At that l evel ,  h ypotheses  have  to  be  assumed  for describ ing  the  l im i ts  of that study i n  terms  
of:  

•  Anal ys is  method :   

– A s i ng le  fa i l u re  at a  time  is  anal ysed  (mu l ti p le  fa i l u res  are  anal ysed  by other types  of 
stud ies) .  

– Human  errors  are  excluded .  

– Manual  operations  are  excluded .  

– Mechan ical  and  e lectrical  i n terfaces  are  assumed  to  be  re l i able  (brackets ,  screws,  
nu ts,  cables,  e tc. ) ,  consequences  of the ir degradation  are  thus  not  taken  in to  account.  

– Programmable  systems  have  a  determ in istic behaviour (ou tpu ts  depend  on  a  fi n i te  set  
of observable  input  parameters  and  of a  non-degraded  state  of the  system  hardware  
components) .  

– Cata lectic  fa i lu re  i s  excluded  (fa i l u re  that causes  an  unexpected ,  fu l l  s top).  

– Non-expl ici t  fa i lu res  are  assumed  undetected .  

•  I nput data:  those  com ing  from  stud ies  of rel i abi l i ty and  safety of the  boards  that wi l l  be  
used  as  fa i lu re  modes  of the  (sub-)  system  FMEA.  

The  FMEA conducted  typ ical l y encompasses:  

•  A Functional  Anal ys is,  wh ich  con ta ins:  

– a  description  of the  functional  arch i tecture  of the  system ,  

– a  description  of the  cri ti cal  paths  to  understand  at fi rst the  nom inal  operation  of the  
system  and  better i n fer the  effects  of fa i lu res  (dysfunctional  aspects) .  A cri tical  path  
h igh l ights  the  e lements/components  d i rectl y affecti ng  the  safety of the  system ,  and  
therefore  the  parts  that  are  particu larl y important for the  anal ys is .  

•  A Dysfunctional  Anal ysis  wh ich  contains :  

____________ 

1   Al l  necessary components  d i rectl y re l ated  to  the  fu l fi lment of the  safety function  carried  ou t.  
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– a  description  of the  methodology:  description  of the  princip les  adopted  for that FMEA 
(for example:  anal ys is  of a l l  board  fa i l u re  modes  i den ti fying  for each  the  effect on  
equ ipment and  the  system  wi th  respect to  mon i toring  sti l l  existi ng  at  each  l evel ) ,  

– a  defin i tion  of degraded  modes  i f i nh ib i ti on  or i n  case  of a  fai l u re  detection  caus ing  
degradation  i n  the  voting  l og ics  (for example).  

•  A system(s)  FMEA that i ncludes:  

– i denti fication  of the  means  of detection  implemented  (or to  be  implemented  i f 
necessary)  wh ich  can  be  used  i n  that FMEA ( l ocation ,  type,  frequency,  triggered  
action) .  The  description  of the  action  upon  detection  a l l ows  for i den ti fication  and  
determ ination  of the  system  behaviour due  to  se l f-test triggering  and  a lso  the  
maximum  detection  time,  

– an  overview of the  format of the  FMEA (table  columns,  etc. ) ,  

–  the  features  taken  i n to  account (function  fa l l -back posi tions).  

A summary of the  FMEA is  produced  ind icati ng  the  sum  of the  fa i lu re  rates  of a l l  fai l u re  
modes  wh ich  contribute  to  the  same fi nal  effect ( "stuck off ou tput")  considering  ou tput val i d i ty 
and  detection  of hardware  fau l t  or i n ternal  m isbehaviour.  

The  remain ing  undetected  hardware  fau l ts  are  i den ti fied .  The  re lated  hardware  needs  to  be  
tested  during  period ic tests  i n  order to  detect the  poss ible  undetected  l aten t fau l ts  wi th in  the  
system  and ,  i f detected ,  to  repai r the  fau l ty component.  These  tests  perm i t l im i ti ng  the  
pers istence  of those  fau l ts  wh ich  d i rectl y and  s ign i ficantl y impact the  safety and  avai labi l i ty of 
the  system  and  thus  i ncrease  the  risk of mu l ti p le  fai l u res  wi th in  the  system .  Pred ictive  fa i lu re  
rates  of that hardware  have  to  be  confi rmed  as  sufficientl y conservative  regard ing  operati ng  
experience  col l ected  on  equ ivalent equ ipment/components  used  i n  s im i lar contexts  ( i . e. ,  
envi ronmenta l  stresses,  embedded  functions,  etc. ) .  Test period ici ties  then  have  to  be  j usti fi ed  
based  on  board  fai l u re  rates.  

Once confi rmed ,  fa i lu re  rates  and  test  period ici ties  can  be  used  i n  probabi l is tic  safety 
assessment (see  F igure  1 ) .  

7.2.4  Subset-level  FMEA 

Each  equ ipment subset (e lectron ic board ,  board  rack,  rack cabinet wi th  power suppl y)  used  in  
the  protection  system  has  been  subj ected  to  an  anal ys is .  

For an  e lectron ic  board  for i nstance,  the  methodology i ncludes:  

•  The  general  description  and  the  i den ti fication  of i npu ts  and  ou tpu ts  of the  board ,  i ts  
operati ng  environment,  the  block d iagram  wi th  a  description  of each  function  block.  

•  The  re l i ab i l i ty study of the  board  wi th  the  defin i ti on  of “ l i fe  profi l e” ,  the  operati ng  
parameters  of the  components,  the  d istribu tion  of fa i l u re  modes,  the  study of ag ing  
sens i ti ve  components  ( l i fe  span) ,  and  the  determ ination  of the  function  b lock rel i abi l i ty.  

•  Construction  of dependabi l i ty from  the  safety obj ecti ves,  the  defin i tion  of postu lated  
even ts  and  the  expected  effects.  Th is  approach  al l ows  the  i d en ti fication  of sel f-tests  
requ i red  to  ach ieve  the  assigned  safety obj ecti ves.  These  sel f- tests  are  defined  and  
described  to  i nd icate  the  type  of se l f-test,  frequency and  action  taken  upon  detection  of an  
i n ternal  fa i l u re.  

•  The  d ysfunctional  anal ysis  wi th  a  description  of the  pri ncip les  used  i n  the  anal ys is,  the  
format of the  FMEA presentation ,  the  resu l ts  obtained  after the  appl ication  of the  fai l u re  
modes.  

•  The  syn thesis  resu l ts  showing :  

– the  types  of fau l ts  to  be  covered  by period ic testing ,  

– the  types  of fau l ts  covered  by i n ternal  detection  mechan isms  (during  operation) ,  

– the  overal l  rate  of fa i lu re  by effect and  by type  of fa i l u re,  
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– the  cri tical  components,  i f any.  

•  The  summary of the  re l iabi l i ty and  safety data  of the  subset.  

Test coverage ratio  i s  often  computed  by summ ing  in ternal  fa i l u re  rates  detected  by sel f-  test  
and  d ivid ing  i t  by the  sum  of component fa i l u re  rates.  I t  i s  thus  very important to  i nd icate  on  
wh ich  basis  i nd ividual  fa i lu re  rates  have  been  estimated  to  avoid  b ias  of estimation  through  
g i ving  greater importance  to  fa i lu re  rates  of components  that are  frequentl y tested .  

7.2.5  Tools  to  support FMEA 

The FMEA appl ied  to  systems represents  a  major effort to  get the  resu l ts,  g iven  the  number of 
sub-assembl ies  and  componen ts  therein .  

The  general i zation  of these  anal yses  wou ld  encourage compan ies  to  develop  tools  that 
enable  i terations  necessary to  fu l fi l  the  requ i red  re l i ab i l i ty figures  of safety cl ass i fi ed  systems.  

For several  years,  the  systems eng ineering  profession  has  establ ished  tools  that support the  
ach ievement of FMEA.  

The  current complexi ty of systems l eads  to  a  representation  i n  several  l ayers  where  each  
l ayer conta ins  a  h igher l evel  of detai ls .  Thus,  the  fi rst main  goal  of new tools  i s  to  offer 
model i ng  capabi l i ti es  taking  i n to  account d i fferen t  granu lari ty l evels  and  to  propose reusable  
l ibraries  of sub-assembl ies,  by i ncreas ing  common  knowledge on  existi ng  des ign .   

Some avai lable  tools  l ike  Windch i l l  Qual i ty Solu tion© (previously named  RELEX),  
I temToolKi t©,  Rel i aSoft©,  I sograph©, 2  etc. ,  are  a l ready able  to  bu i l d  thei r own  or a  user’s  
l ibrary of sub-assembl ies  wi th  the ir associated ,  previous l y performed  re l i ab i l i ty and  FMECA 
anal yses.  

Even  i f some of them  are  able  to  suggest fi nal  effects  of a  g l obal  modeled  system  (set of sub-
assembl ies)  wi th  a  predefined  set of se l f-tests  and  set of final  effects,  the  ou tpu ts  of these  
sem i-automated  methods  need  to  be  va l i dated  by the  safety eng ineer main l y because  of a  
remain ing  l ow re l i abi l i ty of these  tools  and  methods.  

Functional  represen tation  of d i fferen t b locks  cou ld  help  to  perform  th is  task.  Tools,  such  as  
SIMFIA©3  or Safety Arch i tect©4, 5,  are  constantl y i n tegrating  greater capaci ty to  ease  model  
va l i dation  by system  eng ineers  (mechan ica l ,  e l ectrical  and  I &C).  These  are  main l y based  on  
representing  systems using  widespread  eng ineering  methods  (SADT,  SART,  sub  sets  of 
UML 6  formal ism)  wi th  the  possib i l i ty of importing  models  com ing  from  development l i fe  cycle  
phases  and  to  veri fy that  the  representation  of the  system  by i ts  model  i s  su fficient to  perform  
the  FMEA.  They provide  the  poss ib i l i ty to  i ncl ude  several  constra in ts  sets  such  as  task 
a l l ocation ,  in terfaces  or some bas ic functional  constrain ts .  Th is  type  of tool  perm i ts  i ncreases  
i n  the  traceabi l i ty between  d i fferent levels  of detai ls  and  in -depth  veri fication  throughout the  
system  l i fe  cycle.  

____________ 

2  Trade  names  or Trademarks  of products  are  examples  of su i tabl e  products  avai l ab le  commercia l l y.  Th i s  
i n formation  i s  g i ven  for the  conven ience  of users  of th i s  techn ical  report  and  does  not  consti tu te  an  endorsement  
by I EC of these  products.  

3  See  Apsys  h ttp: //www.apsys. eads. net/fr/1 7/Nos-Prog icie l s .  
4  See  Al l 4tec h ttp: //a l l 4tec. net/i ndex. php/en /model -based -safety-ana lys i s/25-safety-arch i tect-a-mbsa-tool .  

5  Trade  names  or Trademarks  of products  are  examples  of su i tabl e  products  avai l ab le  commercia l l y.  Th i s  
i n formation  i s  g i ven  for the  conven ience  of users  of th i s  techn ical  report  and  does  not  consti tu te  an  endorsement  
by I EC of these  products.  

6  The  Un i fi ed  Model i ng  Language,  s tandard i zed  by the  Object  Management Group.  See  h ttp: //www. omg. org /um l .  
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Some tools  are  capable  of generati ng  fau l t tree  models  of sub-systems by cons idering  
equ ivalent e l ectron ic ci rcu i ts  and  by propagating  the  effect of a  l im i ted  set of wel l  
characterized  fa i l u re  modes.  Nevertheless  combinatory explos ion  of model  complexi ty 
typical l y requ ires  model  s impl i fication ,  wh ich  may lead  to  a  l ess  comprehensive  
representation  for a  final  user.  As  usual ,  the  most importan t th ing  for eng ineers  remains  to  
understand  how the  tool  i s  proceed ing  i n  order to  l im i t  i nappropriate  use  of i ts  functional i ties.  
That i s  why each  tool ’s  process ing  princip les  shal l  be  wel l  documented  and  thorough ly and  
correctl y expla ined  by vendors.  

Al l  assumptions  made during  l ocal  anal ys is  and  resu l ts  of the  g lobal  anal ys is  have  to  be  
documented  as  wel l  as  the  impact on  resu l ts  of the  shortcu ts  made to  conduct the  anal ys is .   

7.2.6  Current  research  

Today,  FMEA asks  questions  that  are  the  subj ect  of research .  

A recent report7  publ ished  j o i n tl y by the  IRSN  and  the  US  NRC (NUREG/IA-0254  June  201 1 )  
shows that,  to  date,  there  is  no  effecti ve  use  of FMEAs  that demonstrate  the  qual i ty of 

software  i n  complex l og ic  systems 8.  The  l im i ts  today are  main l y:  

•  the  imposs ibi l i ty of characterizing  in ternal  complex l og ic mal functions  i n  a  sufficientl y 
representati ve  and  l im i ted  number of fa i lu re  modes,   

•  the  d i fficu l ty of characterizing  the  consequences  of fai lu re  modes,  for example  depend ing  
on  the  time of occurrence of the  fau l t,  constrain ts  of schedu les,  variabi l i ty of delay i n  
re lation  to  the  a l location  of un i t  processes,  cons idering  that some of wh ich  are  a lso  
correlated .  

These  l im i tations  are  i n  add i tion  to:  

•  the  imposs ibi l i ty of model l i ng  unknown  speci fic fau l ts  i n troduced  during  the  design  and  
un iden ti fied  at success ive  test campaigns;  

•  time  shrinking  for e lectron ic cards  of these  systems  (obsolescence) .  

The  obvious  in terest of using  FMEAs i n  the  broader framework of probabi l i stic safety 
assessment has  led  the  OECD NEA / CSN I  to  form  a  working  group  to  get taxonom ies  of 
fa i l u re  modes  of the  d i fferent l evels  encountered  in  systems combin ing  hardware  and  
software.  Th is  research  i s  conducted  at the  i n ternational  l evel  to  i den ti fy and  make 
homogeneous  such  taxonom ies  that  wou ld  a l l ow for FMEAs  models  to  be  i n tegrated  in to  the  
probabi l is tic assessments.  Apart from  th is,  efforts  have  a l ready been  performed  i n  France for 
two decades  i n  several  research  groups,  i ncl ud ing  l ead ing  compan ies  i n  aeronau tics  (e. g . ,  
EADS,  APSYS,  Dassau l t)  and  i ndustry (e. g . ,  TOTAL,  CEA).  

Regard ing  resu l ts  of these  i n ternational  or nationwide  research  g roups,  these  efforts  have  not 
yet l ed  to  s i gn i fican t progress  in  terms  of classi fication .  The  i ncrease  of complexi ty of 
programmable  e lectron ics  has  l ed  to  a  wider set of fa i l u re  modes,  wh ich  i ncreases  the  
d i fficu l ty of such  researches  to  converge  on  th is  topic.  

7.2.7  Dissemination  of FMEA practice  

Several  schools  of h i gher education  and  un ivers i ti es  contribu te  to  the  d issem ination  of best  
practices  i n  the  fie l d  of FMEAs appl ied  to  nuclear safety systems.  These  courses  are  at  
Masters  l evel  and  usual l y l ast 32  h  per year.  

____________ 

7  Su i tabi l i ty of fau l t  modes  and  effects  anal ys i s  for Regu latory Assurance  of Compl ex l og ic  i n  D ig i tal  
I nstrumentation  et  Control  Systems  Lu i s  Betancourt  (US-NRC),  Sush i l  B i rl a  (US-NRC),  J ean  Gassino  ( I RSN),  
Pascal  Régn ier ( I RSN),  NUREG/IA-0254,  J une  201 1 .  

8  Log ic  system  for wh ich  i t  i s  not  practi cab le  to  ensure  the  correctness  of a l l  behavi ors  through  veri fi cati on  a l one.  
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The  pu rposes  of these  courses  are:  

•  to  show the  necessary coupl i ng  between  Design  and  FMEA/FTA techn iques;  

•  to  i l l ustrate  the  resu l ti ng  structu re  of the  control -command  adopted  for the  1  450  MWe 
French  PWR;  

•  to  demonstrate  bu i l t- in  capabi l i ty of a  des ign  based  on  determ in istic mu l ti task framework 
to  con trol  the  consequences  of a  postu lated  fau l t i n  a  hardware  system  that  runs  software.  

Examples  of FMEAs/FTAs are  exam ined  to  show the  need  of combined  techn iques  at a l l  
steps  for safety re lated  systems.  

A complete  l i s t  of tools  for sem i -automated  generation  of FMEA is  not g i ven  by l i terature.  
Nevertheless  i t  i s  possib le  to  fi nd  most of them  by using  web  search  and  i den ti fying  research  
l aboratories  working  on  th is  subj ect.  Today,  wide-spread  tools  are  commonl y used  by 
e lectron ics  i ndustry (e. g .  compan ies  l i ke  I n te l  or S iemens  have  developed  thei r own  tools  that  
stay strong l y under I P-control ) ,  defence,  aeronautic,  aerospace  and  nuclear domains.   

7.3  Un i ted  Kingdom  

FMEA techn iques  are  used  to  anal yse  I &C systems and  equ ipment of a l l  technolog ies  
(analogue,  d iscrete  and  more  complex e lectron ic components).  The  FMEA for d iscrete  
component ci rcu i ts  have  trad i ti onal l y been  carried  ou t at a  component l evel  against postu lated  
component fau l ts .  FMEA for systems con tain ing  i n tegrated  ci rcu i ts  have  been  undertaken  for 
postu lated  fau l ts  at a  pi n  level  for l ow l evels  of i n tegration .  FMEA may be  carried  ou t at a  
functional  l evel  (e . g .  during  a  concept des ign)  and  a lso  l ater i n  the  development phase  in  
order for des ign  weaknesses  to  be  i den ti fi ed  and  des ign  amendments  to  be  i n troduced  at an  
earl y s tage.  The  FMEA of the  final  design  wi l l  usual l y be  used  as  part of the  des ign  and  safety 
j usti fication  of the  I &C systems.  

FMEA techn iques  are  routi nel y used  to  generate  evidence that i s  used  wi th in  the  des ign  and  
safety j usti fication .  Regu latory requ irements  impl y that such  techn iques  shal l  be  used  to  
demonstrate  that systems  wi l l  function  as  i n tended  under a l l  pred icted  operational  cond i ti ons .  
I n  the  UK,  FMEA techn iques  are  a lso  used  i n  con junction  wi th  fau l t  tree  anal ys is  techn iques  
as  part  of the  quan ti tative  demonstration  of rel i abi l i ty.  

FMEA techn iques  are  used  to  support the  design  process,  for example,  to  i denti fy system  
behaviour in  the  presence of a  postu l ated  fau l t.   Knowledge of the  behaviour i n  the  presence  
of a  fau l t  can  be  used  to  i n troduce  design  features,  i . e.  se l f-mon i toring ,  that reveal  the  fau l t.  
FMEA techn iques  are  used  to  support the  evaluation  of the  re l iabi l i ty and  avai l abi l i ty,  for 
example  to  establ ish  the  fraction  of ‘safe’  and  ‘dangerous’  fa i l u res  of the  system .  FMEA 
techn iques  are  used  to  support the  safety demonstration  of components  and  systems,  for 
example  showing  that fau l ts  and  the  subsequent fa i l u re  of the  system  can  be  to lerated  and  i ts  
ou tcome does  not cause  the  p lan t to  move  out of i ts  safety envelope.  FMEA techn iques  are  
used  to  support  the  demonstration  that a  system  meets  Regu latory expectations,  for example  
i n  respect of reveal ing  fau l ts  and  system  behaviou r on  fai l u re.  

7.4 Un i ted  States  

US NRC I nspection  Procedure  43004  (1 0/03/2007)  provides  gu idance to  NRC i nspectors  on  
the  i nspection  of commercia l -grade  ded ication  programmes.  Th is  gu idance states  that a  
ded icati ng  en ti ty shou ld  requ i re  the  performance  of a  FMEA to  i den ti fy the  cred ible  fai l u re  
mechan isms of the  i tem  to  be  ded icated .  The  gu idance states  that a  FMEA shou ld  address  
the  speci fic appl ication  under cons ideration .  

FMEA of p lan t-speci fic appl ications  are  sometimes  requ ired  for generical l y approved  safety 
system  platforms.  I n  one  example,  the  US  NRC determ ined  that a  p l ant-speci fic FMEA is  
requ i red  for any implementation  of a  compu ter-based  safety system  platform .  (US  NRC Safety 
Evaluation  Report dated  February 7 ,  201 3,  ADAMS Access ion  No.  ML1 3022A01 1 )  
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Append ix  A,  A  Discussion of the Term  Fa i l u re  Mode,  to  I EEE  Std  500-1 984  i ncludes  a  usefu l  
d iscuss ion  of fai l u re  mode and  effect concepts.  I t  d istingu ishes  among  fa i lu re  type,  
mechan ism ,  mode,  and  effect,  and  describes  characteristics  of effecti ve  fai l u re  mode  
anal yses.  

8 Conclusions  

The topic i s  not yet  amenable  to  standard isation .  At  the  present,  the  development of a  
standard  on  th is  topic  seems  to  be  very d i fficu l t and  un l ikel y because  the  proprietary nature  of 
much  of the  appl ication  data  inh ib i ts  the  pace  of i ts  d isclosure.  Further cons ideration  of the  
topic by the  committee  wou ld  be  beneficia l  and  cou ld  resu l t  i n  a  s tandard  at a  l ater date.  

One  proposal  that arose  during  the  generation  of th is  ed i ti on  of the  techn ical  report  was  the  
add i ti on  of a  clause  comparing  the  ways  FMEA techn iques  are  used  across  member Nations.  
The  clause  wou ld  use  the  comparison  to  d raw conclus ions  abou t the  development of an  I EC  
Standard .  The  working  group determ ined  that  the  proposal  had  meri t  and  shou ld  be  
addressed  in  a  fu ture  revis ion  of the  techn ical  report,  after more  deta i l ed  i n formation  across  a  
wider range  of member Nations  cou ld  be  col l ected .  

The  new clause  as  proposed  wou ld  do  the  fol lowing :  

•  Provide  a  "commentary"  of the  s im i lari ties  and  d i fferences  i n  the  ways  FMEA techn iques  
are  used  across  member Nations.  

•  H i gh l i ght whether standard  FMEA techn iques  are  acceptable,  or whether the  methods  
need  to  be  a l tered  for appl ication  to  NPP  des igns.  

•  Present l essons  l earned  from  the  comparison  to  help  spread  best practices.  

•  D iscuss  whether the  methods  of us ing  FMEA are  sufficien tl y s im i l ar across  member 
Nations  for the  methods  to  be  standard ised  in  an  I EC  Standard .  

Another proposal  cons idered  for fu ture  work on  th is  techn ical  report was  the  add i ti on  of an  
annex l i s ti ng  nuclear I &C and  e lectrical  functions  and  components  frequentl y incl uded  i n  
nuclear power p lan t safety anal yses  and  cons idered  during  FMEA.  The  annex wou ld  i denti fy 
the  fa i lu re  modes  and  effects  of functions  and  components  typ ical l y appearing  i n  the  
anal yses.  The  annex wou ld  serve  as  a  reference  for those  perform ing  (or evaluating)  FMEA 
performed  in  support of p l an t safety anal ys is.  The  National  comm ittees  wou ld  provide  the  data  
for the  working  group  to  consol idate  in to  a  s i ng le  l i st and  i ncorporate  i t  i n to  the  report annex.  
The  working  group i den ti fied  that  existing  databases  may be  avai l able  for th is  purpose.  
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Annex A 
(informative)   

 
Standardized  form  used  in  survey  

The survey questions  are  based  on  the  in formation  i den ti fied  i n  6 . 1 .  

a)  I denti fy the  scope  of use  of FMEA techn iques :  

1 )  Analogue  component – i den ti fy components  and  i tem  to  wh ich  method  is  appl ied ,  e . g .  
ci rcu i ts,  cards  /  boards,  devices  (e . g .  power suppl ies),  other.  

2)  D iscrete  component -  i den ti fy components  (op  amps,  l og ic  gates)  and  i tem  to  wh ich  
method  i s  appl ied ,  e. g .  ci rcu i ts ,  cards  /  boards  or devices.  

3)  Complex / ‘ programmable ’  component -  i den ti fy components  (PLDs,  m icroprocessors,  
FPGAs,  ASICs)  and  i tem  to  wh ich  method  is  appl ied ,  e . g .  the  component,  ci rcu i ts,  cards  /  
boards  or devices.  

4)  Modu les,  e. g .  made up  of – racks,  power suppl ies  and /or cards/boards.  

5)  Systems,  e. g .  made  up  of – modu les.  

b)  I denti fy the  l evel  of adoption  /  regu lari ty of use  of the  techn iques  in  these  cases :  

1 )  Routine.  

2)  I f certa in  cond i tions  are  met (g i ve  examples  of cri teria) .  

3)  Specia l  ci rcumstances  as  one  off exercises .  

4)  Mandated ,  e. g .  by Regu latory / Con tractual  requ irement.  

c)  Describe  the  objecti ves  of the  use  of the  techn ique,  e. g .  to  support:  

1 )  Des ign .  

2)  Rel i abi l i ty /  ava i lab i l i ty evaluation .  

3)  Safety demonstration .  

d )  Description  of examples  of the  method  of use  of the  techn iques  to  i nclude:  

1 )  A description  of context  i n  wh ich  FMEA was  appl ied .  

2)  Description  of the  scale  of the  equ ipment.   

3)  A l i s ti ng  of tools  that  were  used ,  i nclud ing  support tools  (software,  templates,  etc. ) .  

4)  The  speci fic type  of FMEA used  (FMEDA,  FMECA,  or other variations) .  

5)  How ou tpu ts  were  documented  (con tent,  format) .  

6)  Who were  the  i n tended  users  of resu l ts  (e. g .  to  whom  documentation  was  de l i vered) .  

7)  A description  of the  degree  of effort  requ i red ,  e . g .  measured  i n  terms  of:  

i )  man  days;  

i i )  man  weeks;  

i i i )  man  months.  

8)  The  overal l  time  span  of the  effort (start/fin ish  of anal ys is) .  

9)  The  team  composi tion  (number,  roles,  types  and  degrees  of experience) .  

1 0)  Perceived  benefi ts  of the  exercise  (determ ination  of rel iabi l i ty,  proof test in tervals ,  
redesign  to  e l im inate  unrevealed  fa i lu res ,  etc. ) .  
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